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Quantum Ethernet

Security System

VMS

Encryption Server

(QKGW-10005)

- Ethernet

- Optic Fiber

m Ethernet Quantum Encryption B2 EFX] p HAFH.265 MER L (2M 3L
s Security SoC 5t=9|0{2 5 Z! p QEXIOIS 7| R}RI|AH A QI )
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1 KCMVP ZLYE| T E =28 E(LV.2)
KMC-100C QKGW-100C QKGW-1000S
Main Crypto chip CEV? DELL PowerEdge R340
Hardware KUC100C (Quantum Crypto USB)
Crypto Engine ARIA-128/192/256 key, AES-128/192/256 key,

ECC-256 key (ECDH, ECDSA), SHA2-256 (HMAC)

Key Generation

Encryption Target
Protocol

Network

Network LED

0S
Power Supply

Power Consumption

Operating Temp.

Pair Model (Essential)

IEEE802.3, 10/100 Base-T

2-RJ45 (Local port, Remote port)

None (Firmware)
DC 5V
210mA@5V

QKGW100C / QKGW1000S

TRNG PUF

QRNG (Quantum chip)

TCP UDP ICMP

Link Active

DC5V
430mA@5V

-40°C ~ 85°C

KMC100C

IEEE802.3, 1000 Base-T
2-RJ45 (Local port, Remote port)

Linux

AC220V 50/60 Hz
350W

KMC100C
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Model Name | CQB-2803SVRQ | CQD-2704SVRQ I CQD-272SRQ
. 1/1.87(2M) Progress CMOS ,
Image Device S’; nsor( ) 08 1/2.8"(2M) Progress CMOS Sensor
e 3x Motorized Zoom Lens 4x Motorized Zoom Lens R Pl i
Mechanical IR Cut Filter Mechanical IR Cut Filter
Focal length f=3.6"11mm f=2.8"12mm f=4.0mm
F-stop F15 F14 F1.6

Minimum llumination

0 Lux (with IR LED On)

Automatic: Min. 1/30,000 sec “Max.1/30 sec Manual: Min. 1/30,000 sec ™ Max.

Shutter Speed 1/30 sec
WDR On/ Off (Adjust)
W?R/DNR 2DNR, 3DNR, On/Off(Adjust)
Video Codec H.265 Main Profile, H.264, MJPEG
Resolutions 1920x1080(Ful-HD), 1280x960, 1280x720(HD), 640x480(VGA), 640x360,
(H.265/H.264/MJPEG) | 320x240(QVGA)
VIDEO Video Streaming Simultaneously H.265 and MJPEC or H.264 and MJPEC, Up to 30fps@1920 x 1080p
Brightness, Contrast, Saturation, Sharpness, White balance, Exposure Control,
Image Settings Rotation of images,
Text and image overlay, Privacy masking(16 zones), SLDC, Defog
Audio streaming Twoway(G.711)
AUDIO Audio Codec G.711
Audioinput /Output | Line Input(lea) /Output(lea)
API Onvif Profile S, Open API for software integration, including AP1,SDK
System | Intelligent Video 1 Video motion detection
Integration AlarmTriggers Intelligent video, external inputs, manualtrig gers, Network Fail, Reboot, Schedule
Alarm Events File upload via FTP, e-mail, Notification via e-mail, External output activation
IR LED | HI POWERLED, 850nm, 6pcs | 850nm, 30pcs
- Chips : KEV7 Chip + QRNG Chi
Crypto CEYPA A AE:/ARIA-IZS/ng/z.‘;G A (ECDH,ECDSA)  SHA256(HMAC-
(Hardware Chip)
SHA256)
Key Generation TRNG(Ture RNG), QRNG (Quantum RNG)
" IR Distance 30m 15~20m
| IP Rating | - IP66 (Weather proof) -
Power DC12 V/1.5A, PoE : 802.3af (Max 12W)
: OperatingTemperature. -22°F~122°F(-30°C~+50°C) (w/ Heater), Humidity MAX. 90% RH(non-condensing)
P [ ———— I:po;er::;ugi;e. - 20°C +50°C(4°F~140°F), Humidity MAX. 90% RH(non-
| Conformity KC Certification
Dimension | ©85.7%297.3(L)mm ®130%101.3(H)mm ®130%101.3(H)mm
Weight 1.3Kg 0.6Kg 0.6Kg
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ITEM DESCRIPTION DESCRIPTION
FL/FAL/F =
T CQS- L/ L/FSL CQS-ED16C/ED24C/ED32C
(Encryption Channel) (Rack type, max 4Siot)
Main CPU Sitara™ ARM ®*Cortex®-A9 32-Bit RISC Processor,
Memory 32Bit DDR3 Memory( 8Gb DDR3L SDRAM * 2EA ),
Crypto Module KCMVP ( Built in Certificated Encryption module)
RNG QRNG (Quantum Random Number Generator)
Crypto Algorithm AES/ARIA-128/192/256
Crypto (Hardware logic ECC-256 (ECDH,ECDSA)
Engine based) SHA256 (HMAC-SHA256)
Key Generation TRNG(Ture RNG), QRNG(Quantum RNG)
Security Multiple user access by Management tool for Windows |IP address filtering:
Device Permission (Host, WhitelList)
Nebanek IPv4, HTTP, HTTPS, TCP, RTSP, RTP, UDP, IGMP, RTCP, SMTP, FTP, ICMP,
Supported Protocols | .5 ARP,DNS, DDNS, UPnP
Interface 10/100/1000 Base-T
Enclosure Black
LED Indicate Yellow( Ethernet Active LED), Green(Ethernet Link LED)
Power DC5 V/1A (Max5W) DC12 V/2A (Max 25W)
Operating 14°F~122°F(-10°C~+50°C) (w/0 Heater)
General Temperature | Humidity MAX. 90% RH(non-condensing)
_ Temperature: - 20°C™~+50°C(4°F140°F),
Storage Conditions Humidity MAX. 90% RH(non-condensing)
Conformity KC Certification KC Certification
Dimension 107mm(W) X 44mm(H) X 170mm(D) | 440mm(W)X 4mm(H)X 300mm(D)
Weight 0.8Kg 4.5Kg
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Optic : 1000Base-X

‘ UTP : 10/100/1000Base-T l—‘—o— 0—-{ UTP : 10/100/1000Base-T |

CQB-2803SVRQ

10/100Base-T

CQD-2704SVRQ

10/100/1000Base-T

A2 orES o 72}

CQS-ED32C
B 3 ZH{E] A1

+ ‘ 10/100/1000Base-T
CQS-ED8
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PQC VPNA{H

AESZ256{PAC L)

NIST PQC #& E112|5 25

2174 M| CHUO]| CHEH RO HH 28 U B
CHY Q! VPN STEE £5 GI0JE 253
CHY E{d OTH AMEHO| AN BLIESY

NIC 4x10/100/1000

CPU Intel Xeon (16C/32T)
Memory 64GB

HDD 8TB x 3
100 LS 4288 4 US
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AES256(PQC ZE)
NIST PQC BE 12|15 28

P | 82%~90% &= Hi:
T3 10Mbps G4t
1.1Mbps U= ®&

4id =8 s

CPU ARM Z2X4|M

NIC 2 x 10/100/1000

e 20 20~ 70T

IPSec, AES128/256, IKE v1/gate
Z|CH 120Mbps
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